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They claim that their Ransom-as-a-Service (RaaS) operation had a total of $2 billion in earnings. In a pay scheme of 60%-40% (70%-30% in some

cases), giving the larger percentage of the payments to their affiliates, they claim that they personally earned $150 million from their operations.
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Figure 1: GandCrab announces retirement (image from twitter: @Cryptolnsane)
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Electric Vehicle Chargers
c Uperating Systems
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Master of Pwn

Target
Prize Amount "'“;"I “: FWN  pdditional Prize Options
Initial Vector Option oS
Tuner N/A $30,000 3 CAN Bus Add-on
Modem N/A $75,000 7.5 CAN Bus Add-on
Infotainment Root
Persistence Add-on
N/A $50,000 5
CAN Bus Add-on
Infotainment Root
USB-based Persistence Add-on
Attack $35,000 a5
CAN Bus Add-on
o tic/ Infotainment Root
pagnosye Persistence Add-on
Infotainment 1 nor/Modem  $25,000 25
Eth t
erne CAN Bus Add-on
Infotainment Root
Sandbox Persistence Add-on
Escape $100,000 10
CAN Bus Add-on
Unconfined Infotainment Root
Root/Kernel Persistence Add-on
Escalation of $150,000 2
Privilege CAN Bus Add-on
VCSEC (via CAN
Bus) N/A $75,000 7.5
Gateway (via
Diagnostic/Infota N/A $100,000 10 Vehicle Included
inment Ethernet)
Vehicle (VEH) ;
CAN Control $200,000 20 Vehicle Included
AnyTeslagcu  Chassis CH) o050 59 30 Vehicle Included

CAN Centrol

Unconfined
Root

EEIv VR

av

Autopilot Root
Persistence Add-on

Points
Sony XAV-AX8500 $20,000 2
Alpine iLX-507 $20,000 2
Pioneer DMH-WT7600NEX $20,000 2
Kenwood DMX958XR $20,000 2
Target Cash Prize Mas;:;"u::wn
ChargePoint Home Flex (Model CPH50) $50,000 5
Phoenix Contact CHARX SEC-3150 $50,000 5
WOLFBOX Level 2 EV Charger $50,000 5
EMPORIA EV Charger Level 2 $50,000 5
Tesla Wall Connector $50,000 5
Autel MaxiCharger AC Wallbox Commercial
(MAXI US AC W12-L-4G) $50,000 2
Ubiquiti Connect EV Station $50,000 5

Master of Pwn

Points
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