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They claim that their Ransom-as-a-Service (RaaS) operation had a total of $2 billion in earnings. In a pay scheme of 60%-40% (70%-30% in some

cases), giving the larger percentage of the payments to their affiliates, they claim that they personally earned $150 million from their operations.
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Figure 1: GandCrab announces retirement (image from twitter: @Cryptolnsane)

HE : https://www.fortinet.com/blog/threat-research/gandcrab-threat-actors-retire 14



i

o+
o°.
& (A

|

—
il ‘\\

xCarbon

Smart Cockpit Protection

________ Gl

| ,‘ .3"--a,
ECU. dvIbw NEDEE#ZsmIHRIATF 17

Eiﬁl\/g—?’()x\/ NeA>TATAX NaEJlF
¥a1U547 )

xNexus

, Sl s - avwarsTT N .. N

XZETA

TARA, xScope

-
.

’ﬂ :

.

' ”
\ 5
3 .’
>
i

- .

= \/SOC (Vehicle Security Operation Center) [@l}

AT BIRAET Sy NI A— L

SBOM - eS8 Sy —)l

TARA, REARN =232 F AN, ZOMIYIVTA>

*\t:j |



3. TF 1T DEERRME _E(C
o)l TeHGHE

16



2Oo08&8E8EY//)\—tx 15747 A
BEIE(FH UM/ —tX1U5740F A NS T EfELTVET,
NeFEITESNIEHRZR iy mEhUTVEYT,

Automotive CTF (202457~108 =)

Pwn20wn Automotive (2024418 )

S
e
41
.1 [aX
|
Vi
!
|
|
A
N
i)
i
|
0

i"‘ A %
i L2 X
) y
W 7
4
§

': t#:u%!ﬁ’&i*sat
D& AR > TH &

17



' Automotive CTF 2024 Japan

BEHEY/N\—tF+1UFTr AMORFIEAZEN E UZASHEY

. _ < — ) . R
1N\—EF1VUF+ 1252 ;b [Automotive CTF Japan iR JapaniRESDFLEER
Bl 98138 (%)(CH#E
B F—LB/ A¥ IEEH FiZIEAL F®ERNE
~EROBEEEADSETEZHEVIcONehN =L AARALERE, 108(C7AUHTHEREENS 141 ierae /5% 15 9 1141 B2 10 FMA.
AE(CHIET 32F— ADSRE~ J'0—INIVRBSHISHERS
2fI TeamONE /5% 14 3 4 i1 B% 8 AM.
. P 70— N)VRBHISERS
VicOne Inc. 202459H24H 138004 v, =
cone fne ;7 B OO0 Lo o sromE 52 1374 2 H§2 6 5
N 441 | FCCPC/4 % 13/ 31 —_
Automotive CTF Japan 5 PwndsOnlc/5% 134 5 fir =
(0] KEEDF—LHEHEDBE . LICFDEMTEEUZF—LNR EIERVET,
7 EEEY A ) —F2UF 4 IVF R
6&%@%@ 8, . _Automotive CTF Japani%ﬁﬂﬂﬁi
s § VicOne #{&tt
GEE T4k I
Yvicone  _MRU I
: ‘A.:A\ ] ié ] VicOne
AP T E =S D (LAY 4 v
U= k3 —] VL it 7% o T8 < HED) 0
Block &
Harbor. 2
Cybersec writy it
? 1
» [1%18) i

.. _/5&5 & )-AvolSAC MTIER IV TOYOTA 18
B



Pwn20wnZ1E= U CLV5Zero Day Initiative& (3

N> RYAIONMNEE IR ADMSE R R IZ1 =51

Rt 808X 3E 4 H510,000 AL EOUH—Fv—hHSiH
NRIARIFURVWNI NS FT4T09 5 it

NS T0T S LTI —Fr—DREssERR - RETFA-23> @ %KD

L LI A—IN=HFI2R

ORI =B

ECEDBEHMmLET !
/N
/%\h -, ﬁ—! iy
HA)\— I7X704

BiRE  JO-h- SR EE e ZERO DAY

19



ek
’

8 T AR e m e &

Pwn20wn Automotive 2024455 (CDU\T

AARZZELU T, 49007 1Hess itz R
- FEERTF-ITEOFAMSEHNR RN
- EV Charger3¢#iLL\ T — YIS I 2HES5 1N S L MABI(CH T

Pwn20wnSE F&RED132/33,750K RV Z1%5
TeslaBEDRESSHZ2F R UISynacktivF— AhMERS

EhEhT IVEFRRINTARSS LR

0 N/A N/A
1 7 0
0 N/A N/A
Tesla ] ] Y
0 N/A N/A
0 N/A N/A
0 N/A N/A
5
6 (COR1AttemptiH D F — Ao T-H5sHE) 1
VI 6
7 (CORTAttemptid DT — L E-7HEEE 1) !
3 7 2
7 7 0
(CDRAAttemptiEMDF — LA B> HEEEH)
2 2 0
8 - 3
EV (CORAAttemptld D F—LDME>T=ESEHE)
Fr—Iv— 6 4 2
(COATAttemptlEthDF—LMEST=HEEEH)
4
5 (ZOAI2 Attemptid DT — L BT B3R !
2 7 0
3 2 0
(COWTAttemptlEZ—EEN-dayhfEssiE)
0S 0 N/A N/A
0 N/A N/A
51 39 10

20



Pwn20wn Automotive Tokyo 2025 (20254

17th
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202551H22H~24H
HEREVIYAL

MDXFTZRS AT AICEEA, Tesla®Autopilot PARIZBDECUNDINEERKIHICDWTIE,

Target
Prize Amount M's;"l ": Pwn Additional Prize Options Master of Pwn
Initial Vector Option oS Points
Tuner N/A $30,000 3 CAN Bus Add-on
Sony XAV-AX8500 $20,000 2
Modem N/A $75,000 7.5 CAN Bus Add-on
Infotainment Root Alpine iLX-507 $20,000 2
Persistence Add-on
N/A $50,000 5
CAN Bus Add-on .
Pioneer DMH-WT7600NEX $20,000 2
Infotainment Root
USB-based $35,000 15 Persistence Add-on
Attack ‘
RE . Kenwood DMX958XR $20,000 2
o tic/ Infotainment Root
iagnostic, Persist Add-
Infotainment 1 nor/Modem  $25,000 25 ersistence Acdron
Ethernet Target Cash Prize Master of Pwn
CAN Bus Add-on Points
Infotainment Root .
Sandbox $100,000 0 Persistence Add-on ChargePoint Home Flex (Model CPH50) $50,000 5
Escape y
CAN Bus Add-on
Phoenix Contact CHARX SEC-3150 $50,000 5
Unconfined Infotainment Root
Root/Kernel 150,000 15 Persistence Add-on
Escalation of ! WOLFBOX Level 2 EV Charger $50,000 5
Privilege CAN Bus Add-on
EMPORIA EV Ch Level 2 50,000 =
VCSE(é(vIa CAN N/A $75,000 75 arger Level $
us)
Tesla Wall Connector $50,000 5
Gateway (via
Diagnostic/Infota N/A $100,000 10 Vehicle Included Autel MaxiCharger AC Wallbox Commercial $50,000 5
inment Ethernet) (MAXI US AC W12-L-4G) '
Vehicle (VEH) Ubiquiti Connect EV Station $50,000 5
CAN Control $200,000 20 Vehicle Included
AnyTeslagcu  Chassis CH) o050 59 30 Vehicle Included Master of Pwn
CAN Centrol Points

102l EDOBEMISEEINZFTE (Teslab UTOBIEDRNTHAELEZD)

Unconfined
Root

EEIv VR

av

Autopilot Root
Persistence Add-on
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